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Appendix B  

 

Anti-spam products 
 
 

This list shows the wide variety of products that are attempting to address the problems 
caused by spam in a number of different ways. Some of the products listed are only available for 
certain platforms or email programs. No endorsement of the producst or services is intended. 

 
Many of the programs in this list combine more than one spam filtering method. I have included 
them under the main feature they use. 
For Consumers 
Bayesian Content Filters: 

• POPFile - http://popfile.sourceforge.net/ 
• Bogofilter - http://sourceforge.net/projects/bogofilter 
• Outlook Spam Filter - http://www.outlook-spam-filter.com/ 

Challenge-Response: 
• Matador - http://www.matador.com/products_matador.html 
• Mailblocks - http://about.mailblocks.com/index.html 
• SpamArrest - http://spamarrest.com/ 

Collaborative Filtering: 
• SpamNet - http://www.cloudmark.com/products/spamnet/ 

 
For Businesses and ISPs 

• Postini - http://www.postini.com/ 
• Brightmail - http://www.brightmail.com/ 
• Spamhaus Blacklist - http://www.spamhaus.org/index.lasso 
• MAPS RBL Blacklist - http://mail-abuse.org 

 
Multi-Party Solutions 

• IronPort Bonded Sender Program - http://www.bondedsender.com/ 
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John Levine, on the Technical Problems of dealing with Spam, June 20, 2003, 
Cybertelecom 

 
The IETF can do a fine job of standardizing existing practice, but 
they haven't done much on spam other than a couple of RFCs along the 
lines of "spam is bad".  I also agree that after watching what's going 
on in ASRG, I doubt that they'll do anything useful.  Too bad. 
 
The technical issues around spam are surprisingly subtle, and there's 
an awful lot of people who come blundering in with various unworkable 
spam stopping plans and haven't done even the most rudimentary research to 
see where their idea has failed before.  There's also a notable dearth of 
implementations of putative magic bullets.  You can find plenty of message 
body filters, various broken forms of challenge-response, and buik message 
counters, but all of those have been known and in use in some form since 1997 
if not longer.  The only popular recent innovation is pseudo-Bayesian filters 
which construct the filters automatically from separate piles of the user's 
spam and legit mail, but people have been working on this idea for years. 
(Computing the filter strings used to be impractically slow, but computers 
got faster.)  The truly new stuff like "designated sender" hasn't been 
implemented at all so nobody knows how well it'll work or what its side-
effects would be. 
 
On the other hand, when you look at some of the bills floating around the 
Congress, we see that the myopic reinvention problem is not limited to 
technical proposals. 
 
Regards, 
John Levine, johnl@iecc.com, Primary Perpetrator of "The Internet for 
Dummies", 
Information Superhighwayman wanna-be, http://iecc.com/johnl, Sewer 
Commissioner 
"I dropped the toothpaste", said Tom, crestfallenly. 
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3. Fred Goldstein 
 
On Wednesday 18 June 2003 10:05 pm, Ray Everett-Church wrote: 
 
fg> > I personally favor micropostage.  I may put up an article on 
> > the topic soon. 
> 
> This is an idea that seems to keep resurfacing, but the more you look at 
> it, the more you want to flush. ;) John Levine has an excellent review of 
> all the leading e-postage, micropayment, hashcash ideas and why they break 
> down under scrutiny at http://www.taugh.com/epostage.pdf. 
 
I read John's paper; thanks for the pointer. 
 
What I'm suggesting is not addressed in his paper.  The payment-based systems 
he cites are actually money-transfer schemes, where the recipient is paid to 
take the mail.  I'm suggesting a really tiny fee that is kept by the 
certificate authority.  That will pay for the infrastructure, while 
discouraging high volume spam.  The price will be low enough that most users 
will never have to think about paying it; every ISP should be able to issue 
plenty to its users for only a fraction of what the system should save them. 
 
-- 
 Fred Goldstein      k1io   fgoldstein at ionary dot com 
 ionary Consulting      http://www.ionary.com/ 

 
 
Ray Everett Church on the IETF’s failure to address spam, in correspondence with 
Richard Shockey, June 20, 2003, Cybertelecom list 
 
Well, with all due respect, the IETF has been woefully negligent in doing 
anything substantive on the standards front with regard to the spam issue. 
The most significant accomplishment has been the chartering of the ASRG in 
the IRTF. As you well know, it's very easy for good ideas to die on the vine 
waiting for the IETF to get off the mark 
 
FWIW, ePrivacy Group *has* been participating in the ASRG process. Our CTO 
made a presentation on TEOS at the first meeting of the group. But as I 
understand, for a variety of reasons, the ASRG has been circling the drain 
almost since its beginning, and the only thing likely to come out of it is a 
recommendation for the worst of two "designated sender" IP address 
proposals... mostly because Microsoft, AOL, Yahoo and Earthlink have all 
said that they're going forward with that idea anyway. 
 
I'm not saying that the IETF doesn't have a role to play here. I'm just 
saying that through their inaction they've ceded any reasonable claim of 
leadership in finding a solution. But my feeling is that, to coin a phrase, 
"actions talk and draft RFCs walk..." 
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2. Ray Everett-Church 

 
From: Telecom Regulation & the Internet 
[CYBERTELECOM-L@LISTSERV.AOL.COM] on behalf of Ray Everett-Church 
[lists@EVERETT.ORG] 
Sent: Wednesday, June 18, 2003 10:05 PM 
To: CYBERTELECOM-L@LISTSERV.AOL.COM 
Subject: Re: [CYBERTEL] Issue: the Volume of unwanted email 
 
Fred Goldstein wrote: 
 
> - The mail servers are busier than necessary, by about a 
> factor of two, just receiving the spam; this eats some bandwidth 
> to the data center; 
 
In the recent testing we've been doing on the SpamSquelcher product that my 
company ePrivacy Group has recently released, we've been looking very 
carefully at the bandwidth and resource issue. It seems to be an article of 
faith that spam volumes keep escalating in such a fashion that it requires 
ISPs and businesses to continue increasing their equipment so as not to be 
overrun. But what we've found is very different. At every ISP we've talked 
to, we've looked at their volumes of spam and the dates and sizes of their 
bandwidth/equipment purchases, and seen a very disturbing trend: spam 
volumes react to new capacity by increasing to fill that capacity. 
 
One of the SpamSquelcher beta test sites found that when they brought online 
a bigger server and more bandwidth a year or so ago, they saw a steady 
progression in consumption by spam until the new capacity was consumed 
within about 6-8 months. So they bought two new multi-processor 
multithreaded super duper mail servers, added more bandwidth, and sure 
enough within about 6 months, all 3 primary mail servers were operating at 
95% CPU utilization and almost full bandwidth. 
 
(At the risk of sounding like a commercial, they put SpamSquelcher units on 
their network and those numbers immediately dropped by 80%, and what's more, 
the overall percentage of spam has dropped because spammers have stopped 
attempting to connect to the SpamSquelcher protected networks. See 
http://www.spamsquelcher.com.) 
 
At any rate, the labor component is a large issue as well, especially as the 
size of your network increases. Nursing servers that are too overloaded to 
perform routine maintenance is a nightmare, and in most of the cases I've 
seen requires a significant added cost in the amount of man-hours spent 
administering mail systems. Over time the labor costs outstrip the equipment 
costs in all but the biggest operations. 
 
> I personally favor micropostage.  I may put up an article on 
> the topic soon. 
 
This is an idea that seems to keep resurfacing, but the more you look at it, 
the more you want to flush. ;) John Levine has an excellent review of all 
the leading e-postage, micropayment, hashcash ideas and why they break down 
under scrutiny at http://www.taugh.com/epostage.pdf. 
 
-Ray Everett-Church 
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Appendix A 

Further Correspondence regarding the economic costs of spam and 
remedies for same 
 
The author sent a note to the Cybertelecom list on June 18, 2003 asking for evidence of the 
economic costs of spam. Many replies were received. Here are some of the most interesting. 
 
 
1. Miles Fidelman 

 
From: Telecom Regulation & the Internet 
[CYBERTELECOM-L@LISTSERV.AOL.COM] on behalf of Miles Fidelman 
[mfidelman@CIVICNET.ORG] 
Sent: Wednesday, June 18, 2003 7:59 PM 
To: CYBERTELECOM-L@LISTSERV.AOL.COM 
Subject: Re: [CYBERTEL] Issue: the Volume of unwanted email 
 
The original query asked about how many real resources are used up by 
spam.  I forwarded the query to a number of sysops and network managers I 
know, and got back the following information regarding a very large email 
servce that I promised to leave unnamed: 
 
Inbound traffic to mail servers: 
3.5-4 billion connects/day to port 25 
4Gb/sec. 
 
about half the connects were address probes, the other half are messages 
 
of 2 billion inbound messages, 700million make it past spam filters into 
people's mailboxes - and a good chunk of that is still spam 
 
Translated into resources: 
 
- real mail would take an OC12, w/spam it takes two OC48s 
- with redundancy it goes from 2xOC12 to 4xOC48 
- translated into dollars, $40k/mo. goes to $240k/mo 
- the extra bandwidth costs $200k/mo. 
 
For disk costs: 
 
- spam takes up an extra 100TB of mirrored storage, out of a total of 
300TB of mirrored storage. 
 
************************************************************************** 
The Center for Civic Networking             PO Box 600618 
Miles R. Fidelman, President &              Newtonville, MA 02460-0006 
Director, Municipal Telecommunications 
Strategies Program                          617-558-3698 fax: 617-630-8946 
mfidelman@civicnet.org                      http://civic.net/ccn.html 
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their increasing of the volume of spam to match increases in capacity, it is difficult to believe 
that they will stay still long enough to be caught by an agency of Parliament. 

 
The remedies and penalties available to the Privacy Commissioner, indeed, the whole 

scheme of the Act, presuppose a measure of good faith and desire to remain in business on the 
part of the person whose behaviour is the subject of complaint.  

 
PIPEDA might possibly be a useful source of pressure on the law-abiding registrars who 

have conflicts to resolve within the ICANN structure regarding what they conceive to be the 
excessive availability of personal information in the Whois look-up. However, there is 
considerable risk that pressure on registrars through PIPEDA will have no useful effect, and that 
the Whois system is better reformed by active participation of the Canadian government in the 
Government Advisory Committee of ICANN. Contemplation of that topic is beyond the terms of 
reference of this report. 
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4.5 Personal information shall not be used or disclosed for purposes other than those for 
which it was collected, except with the consent of the individual or as required by law. 
Personal information shall be retained only as long as necessary for the fulfillment of 
those purposes. 
 
It is most unlikely that a Privacy Commissioner would rule that information on the whois 

system falls into the exceptions to the Act.61 Therefore it is possible that abusers of domain name 
information could be charged with offences under PIPEDA, if the offending parties fell into 
Canadian jurisdiction. Spammers would not fall within the exceptions provided by the Act. 

 
 
As an aside, it should be noted that ICANN is fully aware that the look-up system 

violates privacy codes, and is attempting to correct the problem, working through the consensus-
based decision making that ICANN espouses. 

 
At the moment, the policy has resulted in a decision of ICANN that there must be an 

annual notice to domain name holders that their contact information must be correct. 
 
“At least annually, a registrar must present to the registrant the current Whois 
information, and remind the registrant that provision of false Whois information can be 
grounds for cancellation of their domain name registration. Registrants must review their 
Whois data, and make any corrections.”62 

 
 
As we have seen from the complaints registered on the Cybertelecom list, the longer that 

a particular domain name remains on the Whois, the more spam is received by the administrative 
contact of the domain name. 
 
 ICANN’s various constituencies are working on the development of a solution to the 
Whois problem63. Roughly speaking, registrars do not want their customer information to be 
publicly available, while the intellectual property constituency, frequently supported by law 
enforcement interests, want this information to be public. 

 
 
Would PIPEDA be a useful instrument for pursuing spammers? 
 
 
This is a subject on which opinion will naturally vary. However, looking at the nature of 

spammers, and seeing their complete contempt for any form of social contract, their frequent 
hiding in foreign jurisdictions, their calculated evasion of and counter-measures to spam filters, 

                                                 
61 A case about domain name information has not yet been adjudicated by the Privacy Commissioner 
(Communication with the General Counsel of the Privacy Commission, June 18, 2003) 
62 http://www.icann.org/registrars/wdrp.htm 
63 There will be a whois workshop at the ICANN meeting in Montreal as a part of an ongoing effort to deal with 
conflicting interests in the Whois look-up system. <http://www.icann.org/montreal/whois-topic.htm> 
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1. The following information and classes of information are specified for the purposes of 
paragraphs 7(1)(d), (2)(c.1) and (3)(h.1) of the Personal Information Protection and 
Electronic Documents Act: 

(a) personal information consisting of the name, address and telephone number of 
a subscriber that appears in a telephone directory that is available to the public, 
where the subscriber can refuse to have the personal information appear in the 
directory; 
(b) personal information including the name, title, address and telephone number 
of an individual that appears in a professional or business directory, listing or 
notice, that is available to the public, where the collection, use and disclosure of 
the personal information relate directly to the purpose for which the information 
appears in the directory, listing or notice; 
(c) personal information that appears in a registry collected under a statutory 
authority and to which a right of public access is authorized by law, where the 
collection, use and disclosure of the personal information relate directly to the 
purpose for which the information appears in the registry; 
(d) personal information that appears in a record or document of a judicial or 
quasi-judicial body, that is available to the public, where the collection, use and 
disclosure of the personal information relate directly to the purpose for which the 
information appears in the record or document; and 
(e) personal information that appears in a publication, including a magazine, book 
or newspaper, in printed or electronic form, that is available to the public, where 
the individual has provided the information. 

 
The closest class of exception to the general rule of consent contemplated by the 

Regulations is the second, relating to 
 

“a professional or business directory, listing or notice, that is available to the 
public, where the collection, use and disclosure of the personal information relate 
directly to the purpose for which the information appears in the directory, listing 
or notice;” 
 

and the applicability of this exception is by no means clear. It can be argued that the Whois look-
up system is not a business or professional directory, and that the use of the information for any 
other purpose than the identification of the people responsible for management of a domain name 
registration (or website using the domain name) is irrelevant to the purpose for which the 
information was extracted from the domain name administrator. 
 
 In substance, the whois system violates many of the tenets of the Privacy Principles set 
out in Schedule 1 of PIPEDA. 
 

4.4 The collection of personal information shall be limited to that which is necessary for 
the purposes identified by the organization. Information shall be collected by fair and 
lawful means. 
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(2) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies 
that clause, an organization may, without the knowledge or consent of the individual, use 
personal information only if  

(a) in the course of its activities, the organization becomes aware of information 
that it has reasonable grounds to believe could be useful in the investigation of a 
contravention of the laws of Canada, a province or a foreign jurisdiction that has 
been, is being or is about to be committed, and the information is used for the 
purpose of investigating that contravention;  

(b) it is used for the purpose of acting in respect of an emergency that threatens 
the life, health or security of an individual;  

(c) it is used for statistical, or scholarly study or research, purposes that cannot be 
achieved without using the information, the information is used in a manner that 
will ensure its confidentiality, it is impracticable to obtain consent and the 
organization informs the Commissioner of the use before the information is used;  

(c.1) it is publicly available and is specified by the regulations; or  

(d) it was collected under paragraph (1)(a) or (b). 
 

 
 

The question then becomes whether email addresses are publicly available AND are 
specified by the regulations. 
 

Email addresses are publicly available in the sense that anyone may conduct a Whois 
look-up on a domain name in the com. net, org and other top-level domains, under rules 
established by the Internet Corporation for Assigned Names and Numbers.59 By contrast, rules 
for the access to country code domain names are governed by the domain name administration 
particular to each country. On the whole you can look up the name and address of any holder of a 
domain name. (Google [Whois] for a demonstration of this feature of the top-level domain space, 
go to a service identified there, and type in any top-level domain name, such as a com., net., and 
.org name). 

 
Clearly information related to domain name management is freely available in the whois 

look up system. It is eminently publicly available. Is it also specified by the regulations60? 
 

                                                 
59 see, for instance, the agreement between ICANN and Verisign Global Registry Services for public access to 
information under the Whois function – Appendix O to the Revised Verisign Agreement at 
<http://www.icann.org/tlds/agreements/verisign/registry-agmt-appo-com-16apr01.htm> 
60 Personal Information Protection And Electronic Documents Act, Regulations Specifying Publicly Available 
Information, P.C. 2000-1777 13 December, 2000,  
<http://www.privcom.gc.ca/legislation/02_06_01_02_e.asp?V=Print> 
 



 

A Policy, Technical and Economic Study of Spam 
Tmdenton.com   
  

38

someone is information about an identifiable individual, since by its successful use, a person has 
been reached. 
 
Does a spammer use, collect or disclose personal information in the course of commercial 
activities? 
 

Yes. Hence section 4(1) of the Act would apply, and thus the privacy principles. 
Exceptions in section 4(2) would not remove the actions of a spammer from the purview of the 
Act. Thus the Privacy Principles of Schedule 1 of the Act would apply to the person who uses 
electronic addresses. 
 
Section 5(3) of the Act stipulates: 

(3) An organization may collect, use or disclose personal information only for purposes 
that a reasonable person would consider are appropriate in the circumstances. 
 
 

Schedule 1 of the Act sets out the Model Code for the Protection of Personal Information, 
Can/CSA-Q830-96, which sets forth general rules for the gathering and treatment of personal 
information. The basis of the treatment of personal information is knowledge and consent. 
 

4.3 Principle 3 – Consent 
The knowledge and consent of the individual are required for the collection, use, or 
disclosure of personal information, except where inappropriate. 
 

Is a spammer protected by section 7 of the Act? 
 
Section 7 establishes exceptions to the informed consent rule. 
 

7. (1) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies that 
clause, an organization may collect personal information without the knowledge or consent 
of the individual only if  

(a) the collection is clearly in the interests of the individual and consent cannot be 
obtained in a timely way;  

(b) it is reasonable to expect that the collection with the knowledge or consent of 
the individual would compromise the availability or the accuracy of the 
information and the collection is reasonable for purposes related to investigating a 
breach of an agreement or a contravention of the laws of Canada or a province;  

(c) the collection is solely for journalistic, artistic or literary purposes; or  

(d) the information is publicly available and is specified by the regulations.  



 

A Policy, Technical and Economic Study of Spam 
Tmdenton.com   
  

37

 
 
 
 
 
 

8.3 Applicability of the Personal Information and Protection and Electronic 
Documents Act (PIPEDA) to the various aspects of spam 

 
 

The Personal Information and Protection and Electronic Documents Act58 concerns itself in 
part with the conditions under which personal information may lawfully be gathered and used by 
businesses in Canada. The application of this act to those who generate spam is the object of 
these considerations. 
 

The following discussion will not concern itself with the jurisdiction of the Privacy 
Commissioner under PIPEDA over the business in question, which is a determination of fact and 
law in the circumstances of the case. No assumption is being made here that the offending 
company or person will be within federal, let alone Canadian, jurisdiction. The discussion will 
proceed as if the person were in federal jurisdiction, and the Act applied. 
 

In order for spam to reach a person, his address must either have generated by an address-
generating program, or found by some person or agency, collected, conveyed to the spammer 
and used for the spammer’s purposes. 
 
 
Does an email address of a person constitute personal information? 
 
The definitions section of the Act states that  
 

personal information" means information about an identifiable individual, but does not 
include the name, title or business address or telephone number of an employee of an 
organization. 

 
Is it reasonable to infer that an email address is information about an identifiable 

individual? While one might mount clever arguments that email addresses by themselves do not 
amount in all cases to information about an identifiable individual, those email addresses that 
work reach someone’s attention. Hence a person has been identified, and his time taken up 
dealing with the spam. Therefore, whether the email was generated by a program or found and 
subsequently misused, it is reasonable to argue that an email address which allows spam to reach 

                                                 
58 Statutes of Canada 2000, chapter 5, available at < http://www.privcom.gc.ca/legislation/02_06_01_e.asp> among 
others 
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Prohibitions against the collection of names might conceivably be useful if they were one 
component of a crime, the whole of which resulted in or constituted an overtly harmful action, 
but otherwise they are futile. 
 

A prohibition against list sharing is also unwise. There are many legitimate reasons why 
people would do so, and the vast majority should be legal. People use jimmies and crowbars, but 
they are only arrested for carrying them late at night for the obvious purpose of break-ins. 
 

Opt-in Provisions 
 

“An opt-in criterion, requiring the affirmative prior consent of the addressee, is essential to 
reduce the rising tide of spam, while an opt-out law gives safe harbor to ever-growing floods 
of unsolicited bulk commercial email.”56 
 
A positive obligation to refrain from sending email without prior permission from the 

recipient is an invitation to trouble. It rests upon confusion between unsolicited and unwanted.  A 
communication might be targeted, commercial, mass-mailed, unsolicited, and non-fraudulent. 
Suppose all people inquiring about tires, or any other product, had the inquiries legally analyzed 
by some agency and were sent an email in the next month from a third party informing them of 
their tire-buying opportunities. This should not be an example of spam.  

 
The targeting of the recipient according to rational criteria should be an element in 

determining whether something is spam or not. 
 

Private rights of Action 
 

Any enforcement strategy that relies on the interest of Crown prosecutors to go after 
spammers is bound to fail. They have neither the interest nor the inclination. Recall that the harm 
created by spam is in the nature of economic damage to private interests. Raising the costs of 
spammers and lowering their profits must be the goal of public policy. 

 
The damage that any individual spammer does to any individual consumer is slight, 

judgments are hard to collect, and the time and effort invested is considerable. Nevertheless, if a 
private right of action were created, lawyers could assemble plaintiffs into class-actions, with 
possibly far-reaching results. 

 
If such a private right of action were created, it would be important to frame it so that 

legitimate interests were not harmed. In Utah, for example, a law firm is employing people to 
join email listserves and then unsubscribe to them. For technical reasons it is impossible to get 
off email lists in under a certain time. When the persons employed start to receive emails from 
the lists they have joined and then unsubscribed to, the law firm then sues for the statutory 
damage amount, and several thousand dollars in court costs.57 

 
                                                 
56 “Consumer and Privacy groups Ask Congress for Consumer-Enforceable Federal prohibition Against Spamming,” 
CAUCE open letter to US legislators, May 23, 2003  <http://www.cauce.org/pressreleases/20030522.shtml> 
57 Steve Atkins, SpamCon.org, in conversation June 9, 2003 
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Labelling, Opt-out and Unsubscribe Provisions 
 
Provisions for the labeling of spam as advertizing [such as ADV] in the header are among the 

most problematic. First, the effect of spam filters has to be considered. You do not want to create 
a situation where honest mass marketers label their headers according to the law so that filters 
can automatically eliminate them, leaving spam scot-free to pass through. 

 
Indeed, the interests of honest mass-marketers must be considered along with those of 

consumers in the resolution of this issue. 
 
Second, you do not want labeling to immunize spam from the consequences of the economic 

damage it causes. Many statutes establish conditions or definitions of spam, which, if observed, 
make the communication legal in all respects. For example, opt-out and mandatory unsubscribe 
provisions may well be useful to the end-user, but you do not want to immunize spam from 
prosecution for economic harm because some people reduce the flood by using these provisions. 
The damage to networks is not significantly reduced, and in no circumstances would it be wise to 
immunize the spammer for the consequences of his actions.  

 
The Coalition Against Unsolicited Commercial Email (CAUCE) wrote an open letter to US 

legislators on May 22, 2003, emphasizing this point.54 
 

“Any law that defines acceptable criteria for sending unsolicited bulk commercial email 
will amount to little more than establishing the conditions for a federal license to spam. The 
vast majority of online marketing organizations have active and robust permission-based 
marketing programs that generate significant profits using "opt-in" business models. By 
establishing an "opt-out" legal regime, Congress would undercut those businesses who 
respect consumer preferences and give legal protection to those who do not”. 
 
 
 
 
Restrictions on Name Harvesting and List Sharing 

 
The software has been invented to harvest names – or anything else – from the web. Banning 

it would be futile. Webmasters can keep harvesting bots off their websites, in any case, through 
technology.55 
 

Second, there may be legitimate reasons why an honest marketer, broker or anyone else 
might want to collect names for legal marketing purposes. If consent to such use is granted at the 
beginning of the transaction, such behaviour would be immunized against federal privacy 
statutes. 
 

                                                 
54 http://www.cauce.org/pressreleases/20030522.shtml 
55 http://hacks/oreilly.com/pub/h/221 
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4. Except as otherwise provided in subsection 7, a person shall not willfully and 
without authorization transmit or cause to be transmitted an item of electronic 
mail or any other data, information, image, program, signal or sound to any 
Internet or network site, to the electronic mail address of one or more recipients or 
to any other computer, system or network:  

    (a) With the intent to prevent, impede, delay or disrupt the normal operation or 
use of the Internet or network site, electronic mail address, computer, system or 
network, whether or not such a result actually occurs; or  

    (b) Under circumstances in which such conduct is reasonably likely to prevent, 
impede, delay or disrupt the normal operation or use of the Internet or network 
site, electronic mail address, computer, system or network, whether or not such a 
result actually occurs. [emphasis added] 

Canada’s Criminal Code has remarkably similar provisions, which could become the basis of an 
anti-spam prosecution53. 
 

8.2 Provisions that will not work, or that have unintended consequences 
 
 
 The legislators need to think carefully about  

• what they should seek to outlaw; 
• who is empowered to pursue spammers; 
• what the burden of proof will be at various stages of the prosecution. 

 
  
The argument we advance is that spam is an annoyance and aggravation for end-users but a large 
economic cost to the Internet service providers and to businesses. Criminal and civil remedies 
should concern themselves with the efficiency with which those wronged may recover economic 
damage from spammers. 
 

Falsified Header Information 
 
One would want to be very careful about not interfering with the right to communicate 
anonymously for any reason. Consequently, the law should distinguish the right to anonymous 
communication from the economic damage associated with mass emailing of the sort we call 
spam. It may be presumed that a spammer is violating the ISP’s terms of use policy by sending 
damaging amounts of email, as well as by using false identification. Therefore false header 
information should be an element of the crime or offence constituted by spam, but not the 
offence itself. 

                                                 
53 http://laws.justice.gc.ca/en/c-46/41049.html 
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Provisions allowing people to get off spam-lists and alerting them to the advertizing 

nature of the email are “feel-good” measures but they do not address the question of economic 
damage that is at the heart of the spam problem. 
 
 Nevada, which was the first state to enact anti-spam legislation in 1997, has an interesting 
element to its anti-spam law that makes it illegal to send emails with falsified routing 
information that are reasonably likely to disrupt the normal operation of a computer, web site, or 
email address.  The point of this approach is that it avoids the messy definitional issue of what 
constitutes spam to get at the damage that spam causes. 
 
 For the sake of illustration, we can examine the typical elements of Nevada’s anti-spam 
law, which are found in many other like statutes. 
 

“1. Except as otherwise provided in [this statute], if a person transmits or causes 
to be transmitted to a recipient an item of electronic mail that includes an 
advertisement, the person is liable to the recipient for civil damages unless:  
    (a) The person has a preexisting business or personal relationship with the 
recipient;  
    (b) The recipient has expressly consented to receive the item of electronic mail 
from the person; or  
    (c) The advertisement is readily identifiable as promotional, or contains a 
statement providing that it is an advertisement, and clearly and conspicuously 
provides:  

    (1) The legal name, complete street address and electronic mail 
address of the person transmitting the electronic mail;  
    (2) A notice that the recipient may decline to receive additional 
electronic mail that includes an advertisement from the person 
transmitting the electronic mail and the procedures for declining 
such electronic mail; and  
    (3) The abbreviation "ADV" or the word "ADVERTISEMENT" 
as the first word of the subject line of the electronic mail.  

2. Unless a greater amount of damages is provided pursuant to subsection 3, if a 
person is liable to a recipient pursuant to subsection 1, the recipient may recover 
from the person:  
    (a) Actual damages or damages of $50 per item of electronic mail received, 
whichever is greater; and  
    (b) Attorney's fees and costs.  

 
Another Nevada statute “Unlawful Acts Regarding Computers And Information Services” (NRS 
#203) establishes a number of offences in relation to computer transmissions, including the one 
cited previously. 
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• How practical and effective would it be to obtain consent from the recipient 
before sending him something? What methods could be used to do this? 

 

8.1 Legislative activity 

“Lawmakers, Internet service providers (ISPs), marketers and consumer advocates are all 
bent on finding means to mitigate unwanted e-mail, but differing opinions on how to do 
so threatens immediate action. In the six years since the first federal anti-spam bill was 
proposed, multiple bills have stalled in Congress for lack of consensus. Legislators are 
tackling the issue with new vigor this year.”50 

 
 While there is no uniformity in the measures taken to combat spam, there is enough 

statute law on the books to illustrate some typical measures. Professor David Sorkin maintains a 
website listing 33 states of the United States and 10 countries which have enacted either anti-
spam legislation, or statutes bearing on electronic communication pertinent to spam.51 It is 
evident and must be emphasized that none of this upsurge of legislation has had much effect in 
reducing spam to date. 
 

Most of the legislation in the States bans the use of a third party's domain name without 
permission; that contains false or missing routing information; or with a false or misleading 
subject line, or misleading header information on either unsolicited bulk email, or unsolicited 
commercial email. In addition, some states require that a sign such as <ADV> appear in the 
header. The ability to get off (opt-out of) a list must be provided for and respected. 

 
Two US federal bills, the CAN-SPAM Act of 2003, (S.877) and the REDUCE Spam Act of 

2003 (H.R. 1933), restrict unsolicited headers in unsolicited commercial email. 
 
Legislation is crafted to address several problems: 
 

1. The freedom to communicate privately and freely is a paramount concern in all free 
and democratic societies, and must not be unconstitutionally abridged;  

2. Some of that freedom of communication is assisted when people are able to use 
pseudonyms, and use methods that make the routing of their messages untraceable; 

3. Spam is difficult to define: not all bulk communication should be illegal, and not all 
unsolicited bulk or commercial email is unwelcome. 

 
These laws are intended to reduce the damage to property caused by the volume of the 

traffic passing through the systems of others. “Publishing an anonymous essay is protected, but 
dumping a huge stack of anonymous pamphlets on someone’s lawn is not.”52 The laws aim to 
identify the person responsible for the damage.  
                                                 
50 “Microsoft takes spam plan to Washington” C-Net News <http://news.com.com/2100-1024_3-
1008862.html?tag=bplst> 
51 <www.spamlaws.com> 
52 “Spam, the Ill o’ the ISP” op.cit. page 13 
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As Dave Crocker points out, regarding the standards process: 
 

“there is no meaningful community consensus about what spam is exactly and that at 
base it is a social problem, albeit in a technical context…. 
Please point me to an indication that there is clear community consensus about 
requirements for protocol standards that will have a meaningful impact on spam.”48 
 
 

 

7.2 Changing email addresses and aliases 
 

Once a mail account is on a widely distributed spammer's list of addresses, it may be 
necessary to abandon use of that account.  Because of this, many users manage spam by 
exercizing tight control over the visibility of their email addresses by separating public and 
private accounts.  This can be cone by maintaining multiple email addresses or a single address 
with multiple aliases.  
 

Addresses listed on websites or in newsgroups are inevitably subject to being added to 
spammers' lists.49  Assigning an alias or separate account to publicly listed addresses is one way 
to keep spam out of a user's personal inbox.  Where aliases are used, incoming mail is sent to the 
same inbox but filtered by the 'To' field into different folders. 
 

Services exist to provide temporary or single-use addresses in order to allow a user to 
engage in two-way communication without committing their account to public visibility.  
 

Where a user has control of their own domain or mail server, they can choose to mark the 
addresses they give out to identify their source. When supplying an address to ACME 
corporation, for instance, the owner of the fictional customer.dom domain would supply the 
address acme@customer.dom. Subsequently, any mail received from that address would be 
known to have originated at ACME or someone to whom they have given the address.  Once the 
account is known to have been misused, mail to that address can be discarded or redirected. 
 
 
 

8. Legal Fixes for Spam 
 
The purpose of this section is to examine proposed legal remedies for spam from the following 
points of view: 
 

• are there provisions that will not work, or that have unintended consequences, 
according to our current technical knowledge? 

                                                 
48 Submission of June 20, 2003 to the Telecom Regulation & the Internet [CYBERTELECOM-
L@LISTSERV.AOL.COM]. Dave Crocker is found at <www.brandenburg.com> 
49 Why am I getting all this spam? Center for Democracy and Technology, March 2003 
<http://www.cdt.org/speech/spam/030319spamreport.shtml> 
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say, a thousand.  It would cost about a quarter per subscriber, and save much more than 
that in de-spamination. A mailing list might need more, of course, but a list server could 
issue its own micropostage, for free, to its own lists.  A properly run listserv would easily 
get whitelisted.  Corporate users would buy stampettes in bulk -- these would only be 
needed for external mail, of course, since the checking would apply at the gateway.  If 
fifty bucks buys a hundred thousand stampettes, it will be in the noise compared to the 
upstream cost. 
 
So this system maintains the key goodness of the Internet: no centralized authority, no 
taxation, users empowered to accept or decline connections, and low cost. An example of 
technology fixing a real problem.” 

 
 

 
Bonded sender programs, on the other hand, are intended only for bulk mailers. But 

many legitimate bulk mailers cannot afford to post bond for their messages. Non-profit 
institutions and hobbyist newsletters are frequently run on small budgets, and the risk of getting 
fined by political opponents or forgetful new members could make them think twice about 
communicating through email. 

 
 

SMTP Protocol Redesign 
 
 
 

A secure protocol for sending email, perhaps based on security certificates, would make 
it easier to identify an email sender. It would be a secure, verified protocol, something like 
HTTPS. The current protocol could still be used, but end users in their email client or ISPs at the 
server level might choose to accept only messages sent with the secure protocol. 
 

Under a secure protocol, anyone sending spam would be immediately identifiable, and 
could then be effectively prosecuted under anti-spam laws. Spammers might still choose to send 
email using the unsecured protocol, so as to remain anonymous, but they might then find that 
their messages are bounced by most people because most people will only accept the secure 
protocol. This approach could be combined with a whitelist, so that known friends could be 
permitted to use the unsecured protocol, but unknown senders would have to use secure identity 
verification. 
 

There are some concerns that sophisticated spammers could hack a verification system 
and send their messages anyway, but any proposed system would have to be evaluated against 
this individually, so we can offer no general recommendation here. But it is quite important to 
understand that verified email has the potential to change the spirit of the Internet. Easy 
communication between any two people, without centralized authorities as watchdogs, is a 
fundamental Internet value. Changing this may bring benefits, but should not be done lightly. 
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These two methods let legitimate senders take responsibility for their emails. In one 
conception of  e-stamps, the sender pledges a certain amount of money per message that will be 
paid if the message is reported as spam. For a bonded sender program, the sender deposits a sum 
of money with a bonding company per mailing. These pledges are noted in the headers of the 
emails to ensure that they are not blocked by ISPs. If a recipient decides that the message is 
spam, he or she reports the abuse either by pressing a “this is spam” button or by some other 
program-specific method. The money is then collected by the recipient’s ISP. 

 
Such a program would require a great deal of coordination between e-stamp and bonding 

companies as central authorities and ISPs as program participants. If the ISPs do not recognize 
the stamp or bond, the email could be blocked despite the pledge. If they do not provide an easy 
way for their users to report abuses, spammers using the program might escape with little or no 
penalty. 
 

E-stamp programs are usually intended to be used by all email senders, including 
ordinary, non-bulk senders. If the recipient is authorized to determine whether something is spam 
or not, and money should be collected from the sender, it could lead to abuse, and costing 
innocent people a significant amount of money, depending on the cost of the e-stamps. 

 
Another approach to e-stamps works on the extreme sensitivity of spam to the sender’s 

costs. Fred Goldstein suggested the following47: 
 
“Spam is sensitive to extremely low costs-per-message.  So the micropayment is so low 
that nobody will feel much it except spammers. 
 
“I suggest the following: 
 
-  Anyone can open a micropostage service.  It's like a certificate authority. It sells 
stampettes, in bulk.  Each stampette is good for one message.  Each message, when 
received, is verified in real time against the micropostage service.  Once validated, that 
stampette is "cancelled" so the same crypto-numeric value can't be used again. 
 
- The market sets the price of micropostage.  It is bounded at the high end by 
competition.  It is bounded at the low end by a simple rule:  The recipient of the mail 
(typically a POP server) can choose to accept or decline stampettes from whichever 
micropostage services it chooses.  So if the GuangZhou Second Micropostage Service 
sells its stampettes for, say, 1 million per RMB, which even a spammer can afford, then 
the worlds' mail recipients will decline such stampettes.  (There's also a real cost of 
validation, which bounds the low end, but I'm assuming that Moore's Law will reduce 
that effect over time.)  So in practice, there will be whitelists of "good" micropostage 
services, or blacklists of bad ones, like today's blacklists.  

-  
-  A realistic price strikes me as being a few thousand stampettes per dollar or Euro.  
So every ISP would buy them in bulk and issue its retail subscribers a monthly ration of, 

                                                 
47 Correspondence with the author of June 18, 2003, used by permission. 
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Corporations often perform blocking of inappropriate or spam mail and mail containing 

large attachments or viruses.  As employers, they have wider latitude than ISPs in enforcing 
restrictions with their users. 
 
Users 
 

Users can manage incoming spam in a number of ways. 
   
  Mail client software contains features for filtering and blocking messages. Filtering rules 
can be managed, identifying messages by source, headers or content and copying, forwarding, 
replying, moving to a folder, or deleting the message as appropriate. 
 
 

There are many mail client extensions of external programs that work with the user's mail 
client to manage spam.  Some work by providing a convenient interface to the client's existing 
functionality, while others work by inserting themselves into the transport chain as a proxy to the 
user's regular mail server and providing identification, filtering and blocking. 
 
Third Party Services 
 

A number of third parties provide services that identify, filter and block spam.   
 

Some services require you to redirect all of your email from your ISP account to them 
and then use them as your mail server.  This allows you to maintain your existing email identity. 
 

Other services act as a proxy, brokering the conversation your client software has with its 
server.  These services allow you to keep your identity yet still interact with the same ISP in the 
same manner as before. 
 

Still other services work in conjunction with client software or plug-ins to provide 
centralized ongoing updated recognition and filtering. 

 
Multi-Party Solutions46 
 
To be effective, several spam remedies would require collaboration between ISPs, bulk mailers, 
and consumers. Others could only be enacted through a redesign of the basic email protocol 
(SMTP), making current email programs obsolete. Though they would be difficult to implement, 
some of these proposals promise much better solutions to the spam problem than more easily 
available technologies. 
 
E-Stamps and Bonded Sender Program 
 
                                                 
46 This subsection on multi-party solutions is taken by permission from Spam, that Ill O’ the ISP: A Reality Check 
for Legislators, by Hanna Mechnis and Solveig Singleton, Competitive Enterprise Institute, Washington, May 2003 
<http://www.cei.org/gencon/025,03482.cfm> 
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• The low priority assigned to prosecutions, in cases where Attorneys-General have to 
assign resources among crimes. 

 
 
 

7. Consumer Fixes for Spam 
 

“U.S. workers spend nearly a quarter of their day dealing with e-mail, according to a new 
study.”  
 
The study, conducted by the American Management Association, along with 
communication management software company Clearswift and the ePolicy Institute, 
found that employees who use e-mail spend an average of about an hour and 47 minutes 
handling messages every day at work. Eight percent said they spend more than four hours 
doing so.  
But that time doesn't seem to be going to waste. A full 86 percent of respondents said e-
mail has made them more efficient, with just more than half saying it's made them much 
more efficient.”45 
 
Since consumers, being at the receiving end of the email transaction, have no power to 

stop the proliferation of spam, they and their service providers are increasingly forced to find 
ways to manage the plague of spam that arrives daily at their inboxes, without destroying useful 
mail in the process. 
 

7.1 Filters and blocking software 
 
Service Providers 
 

Filtering quarantines suspect messages for later disposition or redirects them to an 
alternate folder for user attention. 
 

Blocking discards the message, which never reaches its destination. 
 

Identification modifies the message to identify it as spam, for the user to filter or block at 
their discretion. 
 

Each method requires that the message be first identified as spam or ham, using the 
methods outlined in section 3.1. 
 

ISPs typically provide filtering or identification.  They cannot afford to lose any of their 
customers' messages by blocking.  They often provide tools with which their customers can 
manage blacklists and whitelists, and special folders where junk mail is quarantined for 
inspection and deletion. 

                                                 
45 C-Net News.com, article by Lisa Bowman, June 18, 2003 <http://news.com.com/2100-1032_3-1018562.html> 
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Lawsuits will be discussed in the section on legal fixes for spam. 
 
Acceptable use policies are the terms upon which people may use the facilities of an 

Internet service provider. Internet service providers transmit data and store data. The more their 
businesses are concerned with the storage of data, the more they are harmed by spam. Some ISPs 
that act as pure carriers are rumoured to be not overly picky as to clients who may want to fill 
their pipes.  

 
Large ISPs have won lawsuits against spammers. DoCoMo, a Japanese carrier, won a suit 

for damages against a spammer sending email advertisements for pornography and dating 
services across their wireless networks.39 American ISPs have fought and won damages and 
restraining orders against spammers, and are announcing lawsuits frequently. An April 2003 
report stated that AOL was suing five spammers and further that: 

“The defendants named in AOL's latest round of lawsuits are alleged to have engaged in 
fraudulent and misleading e-mails peddling pornography, software products, college 
degrees, male organ growth, steroids and mortgage leads. Some defendants are named; 
others are so-called John Does.  
AOL said the defendants allegedly sent 1 billion e-mails that resulted in 8 million 
complaints among its members.” 40 
 
 
ISPs, individuals, and businesses damaged by spam have sued spammers on a wide 

variety of grounds—federal statutes, state statutes, and common law. Falsified headers lead to 
claims based on trademark infringement on the part of hijacked ISPs or business sites.41 Another 
significant category of suits is based on common-law claims such as trespass42 to chattels,43 
unjust enrichment or misappropriation,44 or unfair competition. The Federal Computer Fraud and 
Abuse Act, 18 U.S.C. sections 1030 (a) is also commonly invoked with success.  

 
The evidence is clear however, that despite several successes, suing spammers has had 

relatively little effect so far. Significant enforcement problems must therefore exist, which could 
take any and all of the following forms: 

 
• The expense of fulfilling the burden of proof in private actions; 
• The cost of educating the judges to the issues; 

                                                 
39 CNN.com – DoCoMo Wins Spam Fight – March 31, 2003 
40 See, for example, “America On-Line Sues Spammers”, C-Net News.com, April 15, 2003 
<http://news.com.com/2100-1032_3-996899.html?tag=bplst> 
41 See, e.g. Cyber Promotions, Inc. v. America Online, Inc., 948 F.Supp. 436 (E.D. Pa 1996) (AOL brings trademark 
claim)(Cyber Promotions actually sued AOL in this early case after AOL retaliated against the spammer with an 
“email bomb”); America Online, Inc. v. LCGM Inc., 46 F. Supp 2d 444 (E. D. Va. 1998)(trademark and other 
claims). 
42 See, e.g. AOL Inc. v Prime Data Systems, 1998 U.S. Dist. LEXIS 20226 (1998)(Trespass to chattels case in which 
AOL showed costs of .00078 per email message sent, not counting personnel time). 
43 CompuServe, Inc. v. Cyber Promotions, 962 F. Supp. 1015 (S. D. Ohio 1997). 
44Earthlink Networks v. Cyber Promotions, Case No. BC167502 (Calif. Super. Ct. May 7, 1997). 
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5.3 Statistical Analysis 
 

Bayesian filtering (http://www.paulgraham.com/spam.html) is a method by which 
examples of known spam and ham emails are gathered and collectively analyzed.  New emails 
can then be compared to the amassed collections to determine their statistical similarity to either 
group. 
 

Statistical analysis has proven to be quite accurate at identifying spam. Bayesian filters 
automatically learn from their experience largely without human management or analysis.  
Along with centrally compiled collections, manually identified Spam or known good mail can be 
submitted to a local data collection to help the system to learn user-specific mail preference 
patterns. 
 

Statistical filters work proactively and tend to find spam even if it is a new message that 
would be missed by rule and pattern based filters. It is difficult for a spammer to compose a 
message that will avoid a spam classification from a well-populated statistical filter.  
   

5.4 Centralized resources 
 

Centralized blacklists list IP addresses, mail hosts and MTAs which are known to be real 
or potential sources of spam.  The impact to a mail source is great if relays and destinations 
refuse to handle any messages from them. 
 

In the absence of regulation, problems can occur if a blacklist is taken to be authoritative.  
Incorrect or fraudulent reports of open relays or spam activity can cause a valid mail server to be 
excommunicated from the Internet.  Recourse and redress in these cases can be difficult or 
impossible. It is very easy to add and very difficult to remove an address from a blacklist. 
 

5.5 Exclusion 
 

An alternate method of recognizing spam is to assume that all incoming mail is spam 
until proven otherwise.  Pattern matching can be employed, but usually a Whitelist of acceptable 
users or domains is used.  
 

Challenge-response spam blocking systems automatically reply to the sender inviting 
them to resend a specially formatted response in order to have the mail accepted.  Since many 
spam messages are from non-existent addresses, the response never arrives. 
 
 

6. ISP Fixes for Spam 
 

ISPs have tried to deal with spam by 1) binding their customers to acceptable use policies 
which prohibit spam and 2) lawsuits, based on a variety of statutes and common law. 
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5. Methods to Recognize Spam 
 
In order to automatically identify spam, a number of approaches are used. 
 

5.1 Pattern and rule matching 
 

Many programs use lists of keywords and phrases that commonly appear in the headers 
and content of spam.  As well detecting of keywords and phrases, these programs use complex 
rules about their position, frequency and proximity, in conjunction with weighted scoring, to 
build an estimate of the likelihood that an email is spam or not valid email messages, known as 
ham. 
 

As a reactive measure, pattern and rule matching programs are always a step behind the 
spammers.  In order to stay effective in a world of changing Spam, the lists must be maintained 
manually by each end user and/or regularly updated from a central distribution point.  Significant 
resources are required to perform the continuous analysis necessary to maintaining effective 
patterns and rules. 
 

Each email must undergo a number of tests as it is being scanned for spam identification. 
Processing load can increase as the number of rules and patterns increases. 
 

Pattern and rule recognition can be circumvented by spammers if they study the pattern 
and rule sets. Rulesets are developed by individual users, software and service vendors, and 
collaborative groups. 
 

While open collaboration on rule and pattern sets builds widely effective rule sets against 
generic spam, it also provides resourceful spammers with the clues on how to make their 
messages pass through undetected. 
 
  Pattern and rule systems based on proprietary rule sets and automatically updated from 
the vendor are less easy for the spammer to circumvent but they benefit less from wide 
collaboration. 
 

5.2 Collaborative Recognition 
 

Central databases exist where known spam is collected and distilled into signatures.  
Software can query these databases to compare messages to the signatures.  These databases 
benefit from wide voluntary contribution. 
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recognized.38 Some spammers are reported to be leaving the business, but they are replaced 
immediately. 

 
If the costs of sending spam are comparatively low, the costs of fighting it are high for 

any one end user, or for a carrier plagued by it. Section 2.2 above discusses this in detail. 
 
The problem of spam starts with the fact that it is very easy for spammers to hide their 

true identities and contact information. When e-mail headers are forged, it is difficult to discover 
who actually sent the e-mail (See discussion above on the weakness of the SMTP). Police or 
private companies contemplating a lawsuit must hire experts to trace the e-mail to its source. 
Once a spammer is found, local police must often pursue him out of state, or even to foreign 
countries. Certain countries, such as China, are known for being “spam havens” where law 
enforcement officials are reluctant to cooperate with investigations. Because of these difficulties, 
anti-spam laws are rarely enforced. 
 
 
To conclude and summarize, spam is a direct expression of the economics of the Internet 

• Internet charging arrangements reflect the close to zero additional cost of sending 
a message. 

• The lack of causal attribution of costs in the Internet means that all users pay for 
all uses, by others as well as by themselves. 

• Spam takes advantage of those developments linked to Moore’s Law of 
processing power 

• A very low response rate can still allow for profitability. 
 
A technical fix to SMTP might be possible, if the very few largest ISPs agreed to it, but it would 
have to  
 

a) deal with the political problem of either having no backwards compatibility, or the 
technical problem of allowing it, thus perpetuating the cause of spam, and 

b) be designed to be suitable for all users of email worldwide. 
 
 
 
 
 
 
 

 
 
 
 

                                                 
38 Steve Atkins, SpamCon Foundation, San Carlos, California, in conversation June 9, 2003 with the author. See 
http://word-to-the-wise.com  

This may be a place where governments could collaborate to arrange an international solution. It 
might happen that there could be an agreement that, on day x in year 200x, a simple, robust, 
spam-resistant protocol would be launched, with everyone able to download it for free 
worldwide.  
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transfer email on behalf of any user anywhere, including unrelated third parties. The open relay 
in any email server allows any email sender anywhere to pass messages through that server and 
onto the ultimate recipients.  
 
The origin of open relays lies in the early days of the Internet, when many mail servers were kept 
open to allow email to travel among different networks. This helped the Internet grow. But 
today, an open relay is most likely to be used by a spammer. Using automated software, 
spammers scan the Internet for an open relay. If they find out that a server is open, they route 
their bulk email through it, spamming in greater volume and less time than they could using their 
own individual computers. Using an open relay lets spammers conceal their identities because it 
appears that the spam actually comes from the owner of the relay. Recipients of the spam could 
then flood the owner of the open server with complaints. The spam and resulting email traffic 
could overwhelm the system. If a server crashes from this overload, repairing it could be costly 
and time-consuming. Even more costly is the potential loss of goodwill from those who think 
that the owner of the open server sent the spam.  

 
 

4.4 Getting into the Spam Business 
 
The costs of the software to glean email addresses from websites and Usenet posts using 

automated programs are relatively trivial. Software for bulk mailing, bundled with name-
harvesting software, costs between $99 and $250 US. Compact disks containing millions of 
email addresses can be bought for $150US. 

 
The response rate to spam can be very low and still produce profitable results. Sending an 

email is so cheap that spammers can turn a profit even if only one in 100,000 recipients 
responds.36 Response rates to opt-in marketing from companies trusted by the recipient are 
extremely high compared to even the most successful off-line advertizing, up to twelve times 
higher than responses to bulk postal campaigns.37  

 
There is also some question as to whether all spam is really intended to be marketing of 

what it contains, or whether the real business model is different. People gullible enough to 
respond to spam may have their names harvested for the purpose of other attacks on their 
credulity. The value of the email addresses may be higher than any profit from the ostensible 
product advertized. In other cases, naï ve business may go to spammers, who send out masses of 
unwanted email and make their money on the transmission. The business which engaged the 
spammer is left to deal with the mass of complaining customers. 

 
The costs of finding an ISP to carry one’s traffic are climbing. It is increasingly difficult 

to get a North American connection, and the traffic is being driven offshore to China and 
elsewhere. The spammer then faces the expense of trying to run his business remotely. ISPs are 
routinely kicking spammers off their networks after a few days, when the spammer is 

                                                 
36 Spiking the Spammers, Microsoft position paper, http://www.microsoft.com/issues/essays/2003/02-12spam.asp 
37 Cullen, Lisa Takeuchi, “Some More Spam, Please”, Time Magazine, (November 11, 2002) 
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Expressing the same thing in another way, all information contained in the header of an 
email, with the exception of the address of the last machine through which it passed, is forgeable. 
The last machine through which it passed is the top-most “Received” line in the header. 

 
Forged email information has the following effects: 

• Forged <return-path> fields cause bounce bombs which injure innocent third 
parties; 

• Faked “from” address damage the misrepresented institution’s goodwill 
o The recipient’s anger is directed at the wrong organization 
o Dilution of “forged” organization’s intellectual property rights 
o Copycatting of a legitimate organization’s products for nefarious reasons 

• Fake headers seek to outwit proper identification and law enforcement efforts.35 
 

 
Fixing the defects of the SMT protocol might be quite simple, but the problem with doing 

so is more political than practical. The very large carriers would have to agree on the need for the 
technical fix to SMTP. The solution they come up with would have to work for everybody and 
not just their client bases. And the real issue is backwards compatibility. If the new protocol had 
no backwards compatibility, it would fix the problem, at the cost of excluding all those who did 
not have the upgrade. If the new solution were backwards-compatible, that would allow all the 
defects of the current SMTP to go forward into the future. The same defects in SMTP that allow 
for spam would continue into the future with the new protocol. 

 
Internet carriage is intensely concentrated in a few large companies. The very large 

Internet service providers, such as Earthlink, AOL, and Microsoft, together with the very large 
Asian and European ISPs, might possibly agree to a software upgrade that solved the problem. 
Ensuring that their technical solution was in the general interest is an important concern. 
Whether the new protocol should be backwards-compatible or not is another large an unresolved 
question. 

 
 

4.3 Open Relays 
 
A mail server is a machine connected to the Internet that runs software allowing it to 

process email. When you send an email message from a secure server, software in one part of the 
mail server checks to be sure you are listed as a user within your organization. If so, it sends out 
your mail. When someone sends you an email, software in another part of the server confirms 
that you're an authorized user, and then accepts and delivers the email to you.  
 
  If the server is not secure and some of its settings allow it to stay "open," it will forward 
email to addressees who are not listed as users in the organization. Often called "open relays," 
"insecure relays," or "third-party relays," such open mail servers are configured to accept and 

                                                 
35 Presentation by Margot Koschier of AOL to the FTC’s Spam Forum, April 2003, found at 
<http://www.ftc.gov/bcp/workshops/spam/Presentations/koschier.pdf> 
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their messages.  Spammers may pay five to ten times the going rate applied to legitimate users 
for transmission capacity they absorb. But as a rule users of the Internet pay flat rates for their 
consumption of the resources engaged by their use of the Internet. Large ISPs charge each other 
and in turn their correspondent carriers according to how they use each other’s resources31.  
Nevertheless, the Internet was designed around not capturing costs in a precise way, which 
defeats dealing with spammers on the basis of cost causation. 

 
The economic incentive to spam derives from the way we pay for our use of the Internet, 

which reflects the lack of concern that was built into the Internet for capturing cost causers in 
any exact way.32 Spammers exploit these features.  

 
At a recent FTC symposium on spam, a US Senator claimed that some 150 spammers 

cause 90% of the unwanted traffic.33 Whether true or not, the question could be asked: if all of 
them could be put out of business tomorrow, how soon could they be replaced? It would appear 
that the answer is: immediately. 

 
 
 
 

4.2 The Email Application 
 
Email is an application that runs on top of the Internet Protocol (IP). The basic protocol 

that allows email is called SMTP – simple mail transfer protocol. SMTP was invented long 
before there was a commercial Internet, and was based on the tight-knot ethos among initiates at 
the inception of computer networking. 

 
SMTP is very insecure, say the experts.34 By insecure we refer to two things. First, text is 

carried in clear, though the content of the message may be encoded. Second, SMTP does not 
permit authentication or verification of the sender. No keys are exchanged that would allow one 
to verify the identity of who is sending something to you. ISPs work around this problem by 
piggybacking some authentication capacities in POP3 (Post Office Protocol) and IMAP, but they 
do not solve the underlying lack of authentication built into SMTP. If your email comes from an 
acceptable range of IP addresses, that is sufficient for your email to get through, even though the 
identity of the sender could have been spoofed. Spoofing header data is absurdly simple to the 
initiated. 

 

                                                 
31 A broader discussion of how Internet transmission costs are allocated and paid for are found at “International 
Charging Arrangements for Internet Services, Module 1”, by J. Savage, T. Denton and R. Frieden at 
<http://www.tmdenton.com/InternetCharging/ICAISPhaseOneIndexPage.htm> 
32 Spam, that Ill O’The ISP, by Hannah Metchis and Solveig Singleton, Competitive Enterprise Institute, May 2003 
33 Speech of Senator Schumer, US Senate, to the FTC Spam Forum, April 30, 2003, 
http://www.ftc.gov/bcp/workshops/spam/transcript_day1.pdf 
34 Steve Atkins, SpamCon Foundation, San Carlos, California, in conversation June 9, 2003 with the author. See 
<http://word-to-the-wise.com> 
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ARPANET what the Louisiana Purchase was to the young United States. Things only got 
better as the network grew and technology converged with the torrential human tendency 
to talk.”29 

 
In 1972 an engineer called Ray Tomlinson of Bolt, Beranek and Newman (BBN), an 

early participant in computer networking, made a small adjustment to a computer program that 
allowed a message file to cross the ARPANET. Although in technical terms Tomlinson's 
program was trivial, culturally it was revolutionary. By 1973 three quarters of the traffic on the 
ARPANET was email.  
 

Spam has emerged because it is economically possible for it to do so. Two underlying 
and somewhat distinct causes are at work here: 1) the lack of identification of cost-causation on 
the Internet, and 2) the insecurity of the basic email application, called SMTP – simple mail 
transfer protocol. 

 

4.1 Cost Causation 
 
The underlying protocols of the Internet continue to work in a way which defeats 

accountability for the costs of messages. The Internet was designed as the anti-telephone system: 
no tracking of messages, no tracking of calls, no “calls” to track in a strict technical sense, since 
the packet switching which underlies the Internet does not rely on continuously engaged lines to 
connect one person with another.30 This is a feature of the Internet and not a bug. By stripping 
out the complexity, the designers of the Internet allowed a much simpler and therefore cheaper 
network than its predecessor. 
 

Thus the Internet’s designers consciously stripped out from their design those features of 
the telephone system that allow for the precise identification of users and usage. The protocol on 
which the Internet runs is called, sure enough, Internet Protocol (IP). Its function is to permit 
computers of different design to communicate among one another without regard to the inner 
workings of any of them. However, as communication is achieved by encoding a message in 
thousands of tiny datagrams –known as packets – and running these datagrams across any 
available medium of communication, the concepts central to telephone billing were abandoned. 
There is no “call”- no engagement of the line between two parties. The Internet is 
“connectionless”, hence there is no duration of call, no time of day monitoring of the call, no 
distance measurement of the call, no monitoring of the flow of packets as they are directed to 
their several destinations.   

 
 
Customers thus pay their ISPs for their use of the Internet in very broad bands of hours 

per month, at various speeds afforded by dial-up networking, Digital Subscriber Line (DSL) or 
coaxial cable. Larger users of transmission capacity will contract for the bulk transmission of 
                                                 
29 Excerpt from Wizards, by Katie Hafner and Matthew Lyon, a history of email titled "Talking Headers," appeared 
in The Washington Post Magazine on August 4, 1996.http://www.olografix.org/gubi/estate/libri/wizards/email.html  
30 See The Internet Illustrated by Timothy Denton at http://www.tmdenton.com/internet.htm for a more detailed 
discussion of these issues. 



 

A Policy, Technical and Economic Study of Spam 
Tmdenton.com   
  

18

The definitional problem will need to be carefully thought through if there is going to be 
a legal prohibition on spam. [Other approaches to spam which focus on its consequences may 
be more useful.] If a legal prohibition is contemplated, some cumulative conditions should be 
met. Spam should fulfill all of the following conditions: 
 

• Unsolicited – though some unsolicited contacts are quite welcome, and  
• Bulk – both the volume and largely indiscriminate nature of spam should be 

captured, and  
• Commercial – political campaigning through mass emailing is unlikely to be 

prohibited. 
In addition: 

• The definition of spam will have to guard against pseudo-surveys.  
• It should also provide conditions and exceptions that allow for the legitimate use 

of the Internet for mass marketing. Close attention would need to be paid to the 
technicalities, so that the law does not harshly treat honest mistakes or open itself 
up to abuse.  

 
For example, in the Utah legislation, the time gap between getting on an email list, and 

the impossibility of getting of it within a day, is systematically and fraudulently exploited so that 
the emailer is pursued for damages of $10 per spam plus the court costs of $6,500 for taking the 
case to court.28 

 
Another approach is to treat spam as a form of damage or nuisance to computer networks 

and to ignore the definitional questions as such. If an action causes damage to networks, then the 
action could be prosecuted civilly or criminally. Canada has sections in its Criminal Code, which 
addresses damage to communication systems that should be examined for their usefulness in this 
context. 

 
 
 

 
4. The Economics of Spam 

 
 
 

“Between 1972 and the early 1980s, e-mail, or network mail as it was referred to, was 
discovered by thousands of early users. Those years gave rise to many of the enduring 
features of modern digital culture: flames, emoticons, the @ sign, debates on free speech 
and privacy, and a sleepless search for technical improvements and agreements about the 
technical underpinnings of it all. At first, e-mail was difficult to use, but by the end of the 
1970s the big problems had been licked. The big rise in message traffic was to become 
the largest early force in the network's growth and development. E-mail was to the 

                                                 
28 Steve Atkins, SpamCon Foundation, San Carlos, California, in conversation June 9, 2003 with the author. See 
<http://word-to-the-wise.com> 
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The above chart is subjective, and illustrates the problems inherent in defining what spam 
is. Merely defining spam as unwanted email may empower consumers, but leaves legitimate  
 

Marketers open to prosecution and penalties and interferes with legitimate commercial 
communication. Some communication may not have been consented to, but may still be 
welcome, or at least tolerated, by the recipient. 
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0.00032 cents to obtain one email address 25[10]. The extremely low cost of sending 
spam, meaning that even a ‘hit rate’ of below 1% can be profitable, is the biggest single 
factor leading to its growth.” 

 
 

3. Defining Spam  
 

Spam is a slippery concept. We examine several proposed definitions here, and conclude that 
none will prove perfectly satisfactory for all purposes. 
 

One common definition is unsolicited commercial email (UCE). This definition excludes 
unsolicited political messages and some types of fraudulent messages, which most people think 
of as spam. And it arguably includes such things as résumés sent to potential employers, which 
are not generally considered spam. “Commercial” is surprisingly tricky to define. Is an 
announcement of a new entry on one’s web page sent unsolicited to a set of slightly known 
colleagues and clients “commercial”? 
 

Another common definition is unsolicited bulk email (UBE).26 This definition is troubling 
because it suggests that all bulk email should be solicited; but it does not follow necessarily that 
all unsolicited email is unwanted, or that all bulk email is problematic. Yet another is unsolicited 
commercial bulk email (UCBE). Still others are concerned that the email is unwanted or 
somehow deceptive in content or header information. 

 
Trying to define spam is difficult because any definition leaves out some category of 

obnoxious, problematic or otherwise unwanted communication, and includes communication 
that may be acceptable to some people under some conditions.27  

 
Our investigations have led us to conclude that “true” spam is not even targeted, but is 

generated in a fashion that approaches randomness. A spammer is not really interested in pre-
selecting his targets. Whether this is a permanent feature of spam is not possible to predict.  

 
The following chart is a subjective rendering of the range of reaction to various sorts of 

email. 

                                                 
25 http://www.gip.org/publications/papers/Spam061802.asp 
26 There is not wide agreement on what constitutes bulk. Some US state laws define it (more than 2 messages in 
Idaho, 500 in Kansas, and 1000 in Louisiana), but most leave the term undefined. Some spammers try to get around 
such laws, as well as certain types of filters, by including a random string of unique characters in the subject or body 
of the email, but laws can address this by defining substantially similar emails to be the same. 
27 Chart taken from Spam: That  Ill o’ the ISP, a Reality Check for Legislators, by Hanah Mechis and Solveig 
Singleton, Competitive Enterprise Institute, May 21, 2003 http://www.cei.org/gencon/025,03482.cfm My thanks for 
their permission. 
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A dialup provider estimates $2,000 - $10,000 to deal with a single spamming dialup customer; 
A large end user ISP estimates $8 to handle each incoming complaint; and  
A large end user ISP may receive hundreds of thousands or millions of complaints a month. 

 
 
Costs to a freemail provider were estimated as follows: 

 
Despite the fact that 80% of incoming mail is blocked at the router, the cost of spam is still nearly 
$12,000/month; 
 
If the IP-based blocking were not used then the cost of spam would increase to $180,000 - $324,000/month 

 
The following volumes of spam can be generated automatically, given sufficient clients willing to pay and email 
addresses. 
 

200 mailservers 
140,000,000 spam messages / hour 
3,360,000,000 / day 
23,520,000,000 / week 
1,226,400,000,000 / year 

 
According to a study by the Australian National Office of the Information Economy (NOIE) 19  
 

A European Union study in 2001 estimates that the worldwide cost of spam to Internet 
subscribers could be in the vicinity of 10 billion (A$18.4bn) per year 20. A recent study 
from Ferris Research estimates that US companies alone lost US$8.9 billion (A$15.2bn) 
in 2002 and estimate that the cost of spam in Europe was US$2.5 billion (A$4.3bn)21. 
According to figures from Star Internet, a large Internet service provider in the UK, the 
cost to business in lost productivity is estimated at £326 (A$915) per employee each year 
22. Erado’s 2002 white paper on spam, viruses and other unwanted content estimates that 
annual cost of spam per employee is around US$1000 (A$1709) 23. These sorts of costs 
are usually borne by Internet users (and/or employers), through increased download times 
and lost productivity. Spammers themselves, on the other hand, bear relatively small 
costs in sending these messages. Email costs do not scale like sending surface mail or 
making telephone calls — the cost of sending out a million emails is not significantly 
more than the cost of sending out a hundred. IBM’s Almaden Research Centre in 1998 
estimated that it cost between $0.000082 and $0.000030 to send a single email24, and data 
from the Global Internet Project site suggests that that it only costs the sender of spam 

                                                 
19 (http://www.noie.gov.au/projects/confidence/Improving/Spam/Interim_Report/index.htm): 
20 Commission of the European Communities Unsolicited Commercial Communications and Data Protection: 
Summary of Study Findings January 2001 page 9 (Note: all currency conversions undertaken on 31 January 2003). 
21 “Spam Control: Problems and Opportunities”: http://www.ferris.com/offer/spam.html#report1. See also 
http://www.internetnews.com/IAR/artcle.php/1564761. 
22 http://www.star.net.uk/about/about_press_1001_1.asp. 
23 http://www.erado.com/Erado%20Border%20Services%20White%20Paper.pdf 
 
24 www.almaden.ibm.com/cs/k53/pmail/pmail.ppt 
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Figure 4: Projected messages per mailbox per day (deliberately alarmist) 

 
 
 
 

ISPs have to invest in machines and people to get rid of spam, all of which must be 
recovered from customers. Magma, an Ottawa-based ISP, is charged by its client Brightmail 
roughly US$1 per year per mailbox to filter spam, thus costing Magma between US$40,000 to 
US$50,000 annually. The cost is recouped by the offer of an anti-viral service for customers.17  
 

Steve Atkins of SpamCon Foundation gave the following figures18 for the costs of spam 
to the Anti Spam Research Group of the IETF: 
 
 

$30-50/yr in direct costs to every end user 
$730/yr in lost productivity for every employee 
$8,900,000,000/yr total cost to US corporations 
$650,000,000 this year in anti-spam and content filtering products 

 
Costs to a spammer’s ISP were estimated as follows: 

                                                 
17 Conversation with Randy Byers, Magma Communications, 9 June 2003 with the author 
18 http://www.ietf.org/proceedings/03mar/slides/asrg-1/index.html 



 

A Policy, Technical and Economic Study of Spam 
Tmdenton.com   
  

13

Figure 2: Average number of messages per customer per day, 14 of which 
are spam 

 
Source: based on data from large ISPs 
 

Figure 3: Messages per customer per day, projected at 14x growth rate 
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“After a first round of filtering that dumps lots of email to /dev/null, I end up with about 
1500 messages a day to deal with - about 600 of which get filtered into a spam folder, 
and 600 of which go into several different mail folders (of those 600, about half are from 
various email lists, and a good chunk of what's left is spam). 
 
“Despite the volume, I can eyeball all the subject lines, and delete everything I don't want 
to deal with (including a lot of list traffic), in maybe 15 minutes each morning.  If I 
unsubscribed to a number of lists, and spent some time fine-tuning spam filters, I'd be 
down to 10 minutes a morning.  So, as far as I'm concerned the direct economic impact is 
pretty minimal - compared to, say, losing an inquiry from a serious business prospect.” 
 

Fidelman’s observations seem to confirm Rutkowski’s that the 46% figure is a low estimate of 
the proportion of spam. Indeed, spam may now easily constitute 80% of SMTP traffic. 
 
 A further hidden cost of spam is that one never knows whether a message has been 
blocked because it appears as spam to a filter. Sending back a bounced message merely educates 
the spammer. 
 

“Most spams have fake returns, not all, and what we've seen is if the email is returned it 
comes back again with tuning changes. Until it's delivered. 
 
“So tally up another cost of spam - reliability of email as a form of communication. 4 
years ago it was unheard of not to deliver a bounce if you couldn’t deliver. I'm postmaster 
here, at one time each bounce resulted in action. The bounces here at this small ISP 
would keep 4 full time employees busy.”14 

 
 

 
Steve Atkins, a member of the Anti-Spam Research Group of the IETF, charted the 

growth of spam15. His charts16 illustrate the geometric increase of spam that is predicted. The 
charts are based on information from the large ISPs that the volume of spam is increasing from 
five to twelve times per year, with an average of nine times per year. The slides reflect the 
projected geometric increase. They derive from their assumptions and are “deliberately 
alarmist”, says Atkins. However, if there is a tenfold increase of spam per year, which is roughly 
accurate, 14 spam messages a day would result in 140 per day per mailbox the next year, and 
1,400 the year following. Atkins’ “deliberately alarmist” third graph shows 14 spam messages 
per mailbox per day expanding at a 14 times rate to produce 196 spams a day.  
  

                                                 
14 Kelly Corkill to Cybertelecom list, June 19, 2003 
15 http://www.irtf.org/asrg/ 
16 http://www.ietf.org/proceedings/03mar/slides/asrg-1/sld1.htm 
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with age and use, a new email address will never receive as much spam as an aged, tested 
email. So of course one of the things customers do is change their email address - which 
is a damn shame but effective - for awhile.)” 
 

 
Others confirm the tenor and substance of these findings. Appendix A cites some of the 
correspondence in full. 
 

A disturbing trend has been noted, that, as soon as capacity is added to deal with the 
volume of traffic, the amount of spam goes up. Ray Everett-Church writes12: 
 

“At every ISP we've talked to, we've looked at their volumes of spam and the dates and 
sizes of their bandwidth/equipment purchases, and seen a very disturbing trend: spam 
volumes react to new capacity by increasing to fill that capacity. 
 
“One of the SpamSquelcher beta test sites found that when they brought online a bigger 
server and more bandwidth a year or so ago, they saw a steady progression in 
consumption by spam until the new capacity was consumed within about 6-8 months. So 
they bought two new multi-processor multithreaded super duper mail servers, added more 
bandwidth, and sure enough within about 6 months, all 3 primary mail servers were 
operating at 95% CPU utilization and almost full bandwidth.” 

 
 
 

Other writers on the Cybertelecom list, who tend to be heavily involved in net issues, 
have several domain names, run significant small businesses or are conspicuous on the Internet, 
confirmed that the worst aspect of spam lies in missing legitimate emails received or sent. Miles 
Fidelman, of the Center for Civic Networking, wrote:13 
 

“Talking for the two small businesses I run (one for profit, one non-profit), it hurts me a 
lot more when I miss a legitimate email from a client or sponsor than it hurts me to wade 
through tons of spam every day.  It also hurts me when one of my customers, sponsors, 
vendors, prospects, etc. doesn't get a message from me and I find out a week later that 
something didn't happen as a result. The cost of false positives is a lot higher than that of 
spam. 
 
“To put things in perspective, in terms of the economic impact on a single individual who 
gets lots of spam: 
 
“I have two primary email addresses, that I've used for the past 11 years. They're in/on 
numerous web pages, email lists, news postings, email and news archives, etc.  I also 
administer about a dozen email domains, and for many of them I'm the postmaster, 
webmaster, and default address for and unrecognized email address.  So, my addresses 
have been harvested for a decade and I get TONS of spam every day. 

                                                 
12 Ray Everett-Church is a Washington attorney who also works for CAUCE, the anti-spam lobby (www.cauce.org) 
13 Correspondence with the author on Cybertelecom list, June 18, 2003 
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Hardware costs:  
“Doubling of costs on the mail systems, and something like a 60% increase in manhours 
for maintenance (The additional spam load and related issues require more maintenance 
which isn't easily scriptable) 
 
Software: 
“Nothing significant until such time as legal let me release the spam scanning service.  At 
which point there will be a need for 3-4 machines which are solely dedicated to the spam 
issue.  There are also the development costs involved in getting this working. 
 
Bandwidth: 
|The cost compared with the total cost over the network is small, but it's a non-zero figure 
which is not acceptable for an abusive use of the network.” 
 

Another manager of an ISP. Kelly Corkill11 wrote: 
 

“A while back I did a study on one of our mailservers (a small ISP). A short 
synopsis: 
 

• 36,000 emails delivered to our mail servers. 
 

• 35,000 connection attempts blocked (from "mail servers" that should not be 
• "mail servers", usually cable or DSL consumer PCs that are open relays). 

 
“Each connection could represent one or a thousand emails, impossible to tell. 
 
 
“So a minimum of 70k emails would have been delivered, we blocked half at the 
door. Of the 36,000 delivered that day, about 18,000 were passed through 
Spamassassin. Of that 18k analyzed, 12k were identified as spam. 
 
“Now, taking the above numbers - 70k+ emails, 36k delivered, half analyzed, 66% of 
those analyzed properly identified as spam, and I think I can safely extrapolate that 
significantly greater than half of the emails delivered here are spam. 
 
 
…My "false positive" rate, or emails improperly identified as spam, is less than .05%. 
Any "false positive" is a problem, but without spam blocks/filters email would not be a 
viable form of communication for me, and many of my customers.) 
 
“Now let me raise the impact - yes system CPU, yes memory, yes disk, yes labor. Do we 
need to? Yes, or we go out of business. 'zat simple. My customers complain mightily, and 
my competitors flaunt their "spamblockers". (The fallacy of which is that email grows 

                                                 
11 Kelly Corkill to Cybertelecom list, June 19, 2003 
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  - Similarly there is extra load involved for ISPs that implement spam buckets for users 
to examine-- for example so that they can do a once-over on the rejected spam.  Extra 
disk space for these buckets, and extra processing to prune them; 
 
  - There is extra load because of spammers targeting the backup MXs directly (which 
seems to be a popular sport, probably caused by thinking that the backup MX will have to 
pass through more mail), causing load on multiple servers; 
 
  - There is a *lot* of extra load involved just in handling bounces for spammers who use 
unreachable return addresses, with bounce messages sitting in the queues causing mail 
servers to spin on them.  Sure there are reductions in retention that are done, and filtering 
before the mail hits the mail queue, but see one of the points above. 
 

I would say it's more like a factor of 100, maybe even more.” 
 

Another manager of a small ISP in England wrote10: 
 

“Email traffic is as you say a small percentage of the total traffic on the network but that 
isn't the only cost to be considered. 
 
“If we take the "50% of all email is spam" figure to be true (based on recent eyeballing of 
my logs indicates it might be starting to be an underestimate) then we have a doubling of 
the machine costs involved in running the mail system. 
 
“In our case (small business focused ISP in the UK) we cannot simply block email en-
masse at the border or by using DNSBLs without getting explicit permission from our 
customers due to the nature of the customer base (businesses tend to get legal if they 
think an important email 
hasn't got through for whatever reason).  This forces us to accept pretty much everything. 
 
“Taking the 50% figure this means that two of the MX servers are purely for handling 
spam and 1.5 of the POP servers. (with associated hardware, running and maintenance 
costs, without considering bandwidth). 
 
“Additionally there are regular support issues relating to attacks on domains by spammers 
using customer domains as the MAIL-FROM in their junk mailings (thus sending the 
bounces to our systems and therefore into the customers machines). 
 
“This is without considering the costs in time and bandwidth caused when a spammer 
hijacks a customer machine / network for his own purposes.  
 
“It's one of the single largest issues on our network, primarily because email is still the 
killer application on the Internet so anything which impacts on it generates a 
disproportionate amount of work / support. 

                                                 
10 Mark Lowes [hamster@korenwolf.net] in correspondence with the author on June 18, 2003 
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The latest figure reported on the percentage of spam to legitimate email was 80%. 

Microsoft “ estimates that more than 80 percent of the more than 2.5 billion e-mail messages sent 
each day to Hotmail users are spam.”7 

 
Another techno-savant, Fred Goldstein, writes: 
 

“Spam's not using up huge amounts of raw bandwidth on the backbone [confirmed above 
–TMD], but it takes an inordinate amount of mail-server resources.  This has several 
costs.  
 
- The mail servers are busier than necessary, by about a factor of two, just  receiving the 
spam;  this eats some bandwidth to the data center; 
- The mail servers have more disk activity than necessary, raising the average cost of mail 
storage;  
- Users spend more time on line downloading spam, tying up modems (for dialup 
services); 
- Users do not want spam, so they want filtering; this adds more load to servers, since 
mail filtering software eats lots of cycles (no good stats, 
but I know spam slows down my own client-end mail reception); 
- The big cost is labor, responding to spam reports and hunting the vermin down!  
Spammers always use false addresses, so innocent people and their ISPs can get 
clobbered with false reports.  Since spammers usually have transient accounts (create a 
mail account with a phony credit card, hijack an open relay somewhere, and let fly), 
spam-catching at the source end has to be done in real time.”8 
 

Several contributors to the Cybertelecom list took issue with Fred Goldstein’s contention that 
mailservers were only made busier by a factor of two. Mark Mallet wrote9 
  

“I would say that it's way more than a factor of two.  It adds tremendous load to the 
mailservers, because: 
 
  - Imagine what happens when the mailserver fields a dictionary spam - (somebody 
sending to a range from aaaaaa@example.com through zzzzzz@example.com) or any of 
the other "try everything" equivalents. Realize that many mail servers, even on small 
ISPs, handle incoming mail for hundreds or even thousands of domains, and extrapolate; 
 
  - There is extra load caused by software that's installed specifically to deal with spam 
identification, filing, and rejection. This alone is way more than a factor of two increase 
in load; 

                                                                                                                                                             
 
7 “Microsoft Sues 15 Groups in Broad Attack on Spam”, Saul Hansell, New York Times, June 20, 2003, 
<http://www.nytimes.com/2003/06/18/technology/18SPAM.html> 
8 Correspondence with author on Cybertelecom list, June 18, 2003. Mr. Goldstein is head of Ionary ltd. 
http://www.ionary.com  
9 Correspondence with author on Cybertelecom list, June 18, 2003 
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Spam’s principal annoyance is at the consumer end, but it inflicts economic damage upon 
the transmission and storage systems that bring us Internet-based services and applications. For 
this reason we have concluded that spam is not essentially a consumer problem, but a systemic 
one. However, the impetus to do something about spam derives largely from its obnoxious nature 
to all concerned. 
 

For those whose business is to transmit electronic mail, and most particularly those who 
have to store it, spam is on balance an economic parasite, despite the fact that spammers pay for 
access to the networks they use. Spam clogs the system: the latest figure cited in US Senate 
hearings on the subject was that 46% of traffic constitutes spam. Even at the incredibly cheap 
price at which electronic messages can be carried on a unit-cost basis, the net effect is to burden 
ISPs with millions of dollars of spending on capacity that would not be there without spam. 
 

Other data gathered by Tony Rutkowski5 tends to show that the 46% figure (spam to 
legitimate email) may be too low. 

 
Rutkowski explains: 
 
“One wonders if this figure isn't being significantly under-reported, or else it isn't highly 
variable depending on whether the user's email is "well known" to spammers. 
 
“As an example, since I run my own email server for five users on four different 
domains, the server was set to generate log files that were subsequently processed. The 
data tabulated below covers the past seven days. 

 
total      = total SMTP messages processed 
error      = various system error related messages 
passed     = messages not RBLed by four different RBL services used to block spammers 
legitimate = messages that were not spam 
 
    date       total   error  passed   legitimate   % legit 
-----------   -----   -----  ------   ----------  -------- 
17 Jul 2003   2388     42     45         25         1.07% 
16 Jul 2003   3684     43     40         26          0.71% 
15 Jul 2003   2819     48    24         13          0.47% 
14 Jul 2003   3501     75     32         18          0.53% 
13 Jul 2003   4944     95    50         32          0.66% 
12 Jul 2003   2660     66     51         35          1.35% 
11 Jul 2003   3582    100     62         41         1.18% 
 

“This may be typical of what small businesses are experiencing - who may be harmed 
significantly greater than ISPs.  It certainly behooves the government to act.”6 

                                                 
5 In a response to a request for information from the author on the Cybertelecom List, June 18, 2003 
6 Tony Rutkowski is  Vice President, NetDiscovery Development, VeriSign, Inc, the world’s largest domain name 
organization 
  



 

A Policy, Technical and Economic Study of Spam 
Tmdenton.com   
  

5

Napster - music/ file sharing protocol 
 
 

Figure 1: Proportion of Traffic by Protocol Type, Canarie Networks, May 23-June 1, 2003 

Traffic by Protocol Type, Canarie, May 23 - June 1, 2003

http ftp

nntp smtp

telnet domain

ssh KaZaA

napster others

 
 
 
 
 
 
 
 
 

 

2.2 Spam is a number of different problems  
 
 
 

Spam presents entirely different problems to people depending on their role in the chain 
of transmission of email. For consumers, it is an annoying waste of time, distracting everyone’s 
attention from more important tasks. Minutes of individual time wasted on dealing with spam 
amounts to man-years of wasted effort throughout the economy. Fortunately spam filters are 
available. Combined with using the organization system of one’s email programs, spam can be 
isolated and destroyed. Also, spam filtering is also routinely available from one’s ISP. A 
combination of both ISP-level and personal filters is required these days.  
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fraud, as appropriate, and prosecutions for the act of spamming itself, as a form of public 
nuisance. 
 

In the report that follows we look at how spam is variously defined, what it appears to be 
costing society and some industries, and look at what can be done and has been done to protect 
those interests without recourse to new legislation. In the light of the available data we make 
some observations about what sorts of legislative action are not likely to be effective. Finally, we 
venture some observations as to whether and how the Personal Information Protection and 
Electronics Documents Act (PIPEDA) may be used against spammers and conclude, reluctantly, 
that spammers are unlikely to make themselves available to the kind of processes envisaged by 
the Act. 
 
 

2. Spam is not one Problem but Several 
 

2.1 Email as a Proportion of Internet traffic 
 
 This report deals with spam and treats it as an important problem. Nevertheless the 
volume of email as a proportion of Internet traffic is low. Email constitutes a small proportion of 
Internet traffic, most of which is composed of music, news transfers, and webpages. It is the 
human time and attention that email absorbs that causes spam to be so obnoxious.  
 

Data from private commercial ISPs is extremely hard to come by. By contrast, Canarie 
networks, the federally-sponsored research network, maintains a robust data set, and we have 
drawn from its data to illustrate the proportions of Internet traffic flow by protocol type.3 The 
proportion of traffic composed of email does not vary significantly over the time period for 
which data is available, 1999-2003. 
 
 
From Canarie Networks 
 

Internet traffic by Protocol type, starting Monday, May 26, 2003 
and the week ending Sunday, June 01, 20034 

 
http ftp nntp smtp telnet domain ssh KaZaA napster others Total 
9.0 6.1 36.0 0.5 0.04 0.2 1.7 2.3 0.2 44.1 100 
SMTP – simple mail transfer protocol – indicates email traffic 
NNTP – Network News Transfer Protocol 
FTP- File Transfer Protocol 
SSH – secure shell 
KaZaA – music/ file sharing protocol 

                                                 
3 <http://205.189.33.72/stats/StatsAndMeasurements/showTrafficReportPieChart.asp> 
4 A pie chart is available at http://205.189.33.72/stats/reports/tr_030525.html#Tab7  The proportion of traffic 
composed of email does not vary significantly over the time period available. 
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store email but only transmit it, have incentives not to inquire too closely into the business of 
their shadier customers. And if once put out of business, spammer can get back into business 
very affordably. 
 

Parts of the Internet technical community are now working on and may eventually agree 
to fundamental technical fixes for spam. Such fundamental technical solutions likely involve 
changing some of the protocols which constitute the basis of email or possibly the Internet itself. 
Unfortunately, technical solutions that go to the root of the problem are years away, and beyond 
the power of states to influence much.  More immediate technical fixes, such as filters, defend 
individual users against spam, but do not change the economic incentives operating on 
spammers, or reduce the overall level of spam. 
 

When we speak of collective or governmental action, we are not dealing with those 
aspects of spam that are simply fraudulent. The US Federal Trade Commission found that two 
thirds of spam was fraudulently addressed. "An astonishing 90 percent of the 
investment/business opportunity category of spam contained indicia of false claims," the FTC 
reported to the US Senate.  
 

The terms of reference of this study did not ask us to review the adequacy of Canada’s 
consumer protection laws or criminal code for this purpose. We have looked at the phenomenon 
of spam – defined in the generally accepted senses of that word – as a form of public nuisance 
akin to air or water pollution, and we have inquired whether adequate private measures exist to 
defend against it and to negate its effects. 
 

We have concluded that, as a systemic problem, spam is both serious, and becoming 
more costly by the month to those who transport the traffic on the Internet. Does the volume of 
spam threaten, or could it grow to threaten, the usefulness of the public Internet itself? As a 
mechanical problem of volume, email is a large additional expense for ISPs. As a human 
problem of wasted time, its impact is much more serious. 

  
“Spam volumes have little impact on networks - but they sure have big impact on 
humans with  e-mail in boxes cluttered with junk. If human could process data at the 
same speed as computers and networks there would be no problem.”2 
 
 
The policy interest of the federal government is to have a useful, publicly accessible 

Internet, in the same way that public policy was served by the pervasiveness of the public 
switched telephone system. The desire and ability of citizens and consumers to access the 
Internet, and of corporations, business, and institutions to use it for the all the purposes that can 
be imagined, will be threatened if the public Internet is polluted past a certain point with spam. 
 

Therefore government action could be directed in several ways, but the supreme 
objective should be to raise the costs of spammers and lower the costs of spam to everyone else. 
The tools available could be better privacy protections for email addresses, prosecutions for 

                                                 
2 Bill St. Arnaud, Director of Research for Canarie Networks, in an email communication of June 17, 2003 
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A Policy, Technical, and Economic Study of Spam 
 

1. Executive Summary 
 

The question that policy makers would want to know about spam is whether it presents 
the kind of problem that can be usefully addressed by actions of a government, and if so, what 
sort of actions? 
 

We have observed that spam represents a business practice which externalizes onto the 
general environment of electronic transactions a series of costs, to end-users and to Internet 
service providers, which cannot effectively and efficiently be recouped or prevented by private 
action. For this reason, we consider spam to be a classic case where government action, if of the 
right types, and if enforced, could help to reduce the problem. 
 

Spam is experienced principally as a problem for the individual consumer, yet the 
principal victims of spam include those who maintain the Internet infrastructure. By the time 
spam has reached the consumer it has already done much damage. Like pollution or zebra 
mussels, the damage it causes its systemic, and derives from the economics of the Internet.1  
 

We have concluded that, despite the availability of filtering programs and anti-spam 
software, and aggressive actions by ISPs against spammers, the problems created by spam 
cannot be solved by private action alone. Spam presents a case where governments might 
usefully intervene.  
 

Spam infects the public Internet. It imposes large overall costs on people who use the 
Internet and on Internet service providers, and these costs in time and money are rising. 
Nevertheless, the cost of attacking spam by any given person is so large and the result so risky 
that there is no effective recourse for the consumer. Spam has become a problem that the end-
user must endure. The situation of the large ISP is somewhat different. Some large ISPs have 
launched suits against spammers and have succeeded in putting some out of business, but 
spammers can regroup quickly, and get back in business at an affordable cost. 
 

The problem lies in the inability to recover the costs imposed by spam on those who 
cause them. The Internet inherently does not allow for a sufficiently targeted recovery of the 
cost-causing characteristics of spam, nor of any other bitstream crossing its networks. It is akin 
to air or water pollution. While large players in the system, such as ISPs, can take aggressive 
measures against spam, most users of the system cannot. The incentives to “pollute” with spam 
are so high, and the chances of being penalized so low, that spammers have every rational 
incentive to carry on sending millions of messages every day. Those carriers who do not have to 

                                                 
1 In this context, the Internet refers to a set of protocols enabling machines to communicate in certain ways defined 
by those protocols. See “The Internet Illustrated” at <http://www.tmdenton.com/internet.htm> 
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